
ENSURING FORCE 
PROTECTION & SECURITY 
WITH MISSION-CRITICAL 
COMMUNICATIONS



The Department of Defense’s Independent Review Related to Fort Hood reported that the DoD is “well equipped and 
resourced to defend the nation, its people, and our military installations against external threats.” However, the DoD is 
“examining with greater attention how it addresses…the internal threat.” To stay ahead of an escalating and increasingly 
unpredictable threat environment, security leaders of federal and military installations strive to optimize force protection 
and security. 
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FT. BLISS 
CONVENIENCE STORE

KILLED: 1
WOUNDED: 1

LLOYD D. GEORGE
FEDERAL BUILDING

KILLED: 1
WOUNDED: 1

FORT HOODKILLED: 13
WOUNDED: 32

SANTA BARBARA
POST OFFICE

KILLED: 6
WOUNDED: 0

NAVY YARDKILLED: 12
WOUNDED: 17 LAX KILLED: 1

WOUNDED: 3

LAX KILLED: 2
WOUNDED: 2

KILLED: 1
WOUNDED: 1

DEPARTMENT OF
PUBLIC WORKS

KILLED: 0
WOUNDED: 2PENTAGON

KILLED: 1
WOUNDED: 0

HOLOCAUST 
MUSEUM

KILLED: 1
WOUNDED: 1

US ARMY 
RECRUITING CENTER

THE SITUATION

39 KILLED

50 WOUNDEDIN FT. HOOD + NAVY YARD
72%

THE COST

ACTIVE SHOOTER INCIDENTS IN GOVERNMENT FACILITIES

THE TWO INCIDENTS WITH THE 
MOST CASUALTIES OCCURRED 
INSIDE DEFENSE FACILITIES.

89
TOTAL 

CASUALTIES



The unpredictability of internal threats limits security leaders’ ability to plan in advance. Therefore, optimal force protection is 
achieved with the fastest possible coordinated response time that contains and remediates a disaster before its adverse impacts 
multiply. To truly achieve optimal coordinated response time in support of modern missions, security leaders would benefit from a 
multi-layer transformation. In today’s budget environment, that’s a long-term proposition that requires a multi-year approach to 
investment planning when only the next year’s budget projections and priorities have been established. As such, optimization 
becomes an incremental process where continuous improvements reduce emergency response a little more with each investment.

THE SOLUTION

THE CHALLENGE

RADIO INTEROPERABILITY 
APX portables work across multiple P25 systems and digital 
and analog networks to achieve true interoperability, no 
matter the system. When it comes to multiband operation, 
the APX 7000 series delivers seamless interoperability.

EXTREME RADIOS DESIGNED 
BY USERS FOR USERS 
We worked closely with first responders around the world 
to design a mission critical two-way radio for personnel 
safety in extreme environments. Every model includes 
advanced features such as multiband operation with 
intrinsically safe certification, dual microphones with noise 
suppression, GPS location tracking, and hands-free 
bluetooth. Additionally, each APX model has been designed 
with awareness for different users operating conditions.

APX™ SERIES RADIOS ARE THE FIRST PRACTICAL INVESTMENT IN A PLANNED 
TRANSFORMATION TOWARD OPTIMAL FORCE PROTECTION & READINESS. 



 TOOLS OF SEAMLESS INTEROPERABILITY

BACKWARD COMPATIBLE 
AND FORWARD CAPABLE 
WITH YOUR RADIO SYSTEMS 
With APX Series radios, you don’t have to replace your 
existing radio system or set up a second network. That’s 
because APX works with five generations of radio 
systems. APX radios are so backwards compatible, they 
handle your previous generations of systems – including 
analog, digital conventional, digital 3600 trunking (P16), 
and P25 TDMA 

HIGHEST LEVEL OF 
ENCRYPTION AND 
INFORMATION ASSURANCE 
For nearly 40 years, Motorola Solutions has worked 
together with federal, military and intelligence agencies 
to deliver the highest levels of encryption in the 
industry. Our legacy of information assurance continues 
with APX. The FIPS 140-2 Level 3 validated hardware 
encryption on every APX radio provides tamperproof 
security to ensure secure communications.

MILITARY FIRE
PERSONNEL

• Glove-friendly controls 
and grip

APX 7000/6000

ROLE

KEY FEATURES
• Optimal audio quality 
• Hands-free headset

MAINTENANCE

APX 4000

KEY FEATURES

ROLE
MILITARY POLICE

APX 7000XE

ROLE

KEY FEATURES
• CJIS query capable



Incident occurs within Garrison perimeter.

THE APX DIFFERENCE

Command relies on their first responders to report 
position and status from the ground to inform decisions 
for directing back-up to hot spots.

Media can listen in on unsecured frequencies, which 
increases the risk of false reports, and once reported can 
lead to misinformation entering an active crime scene. 

First responders to the scene contend with noise and 
chaos to confirm voice orders; which increases 
likelihood that commands are repeated or clarified 
using precious response time.

Information travels across disparate frequencies and 
various agencies command centers. The result is 
redundant communications and risk of convoluted or 
obsolete messages by time they’re received.

Metro police receives multiple 911 calls and alerts garrison 
emergency command to activate appropriate response protocols.Incident occurs within Garrison perimeter.

Metro police receives multiple 911 calls and alerts 
garrison emergency command to activate appropriate 
response protocols.

RESPONSE TIME WITH DECENTRALIZED 
COMMAND & LEGACY DEVICES

RESPONSE TIME WITH DECENTRALIZED 
COMMAND AND APX RADIOS

911
911

First responders rely on the APX’s Dual Microphone Noise 
suppression feature to receive and transmit voice clearly 
over the chaos.  

Command monitors the location and status of each team 
member over the Key Management Facility using the APX’s 
Integrated GPS. They are able to direct maneuvers and send 
back up quickly independent of field-reported data.

IMPACT ON RESPONSE TIME: 
APX DEVICES SPEED EMERGENCY RESPONSE 
TIME BY ENABLING RELIABLE, SECURE AND 
INTEROPERABLE VOICE COMMUNICATIONS. 

IMPACT ON RESPONSE TIME:
SILOED AND OUTDATED COMMUNICATION SLOW 
RESPONSE TIMES WHEN EVERY SECOND COUNTS. 

SCENARIO #2: 
SCENARIO #1:

P25 Phase II TDMA enables communication across multiple 
channel frequencies to simplify cross-agency coordination. 
Command dispatch teams can coordinate channels with state 
and local first responders to streamline information sharing 
during the event.

First responders exchange sensitive information with command 
over voice channels encrypted to FIPS 140-2 Level III standards. 
Confident in its accuracy, command uses the information to 
drive well-informed and coordinated operations.
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CONCLUSION
APX radios ensure that today’s investments leverage legacy systems from the past 25 years and are compatible with the 
new TDMA Phase 2 narrow banding solutions for increased trunking capability. The APX radio portfolio includes different 
models designed for every member of the military – from soldiers to security to fire service – which means these 
investments can be applied to various functions over time depending on need and priority.

P25 PHASE II TDMA 

HIGHLIGHTED FEATURES

INTEGRATED GPS

DUAL MICROPHONE 
NOISE SUPPRESSION 

INTEGRATED
BLUETOOTH

FIPS 140-2 LEVEL 
3 SECURITY 
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